IPD Week Ukrainian

= TepHONINbCbKMN HaLOHANbHUN TeXHIYHUN YHIBepcuTeT iMm. |. [yntog

Kadeapa kibepbesneku
[locBig BMKNagaHHA aucumniid Anga cneuianbHOCTEN:
125 Kibepbeaneka

123 Komn'toTepHa iHXeHepis

= YyacTtb y nporpami Mepexeux akagemin Cisco 3 2002 poky.

= [lepenik 6a3oBux Ta NpogecinHNUX KypciB:
IT Essentials: PC Hardware and Software
CCNAR&S: ITN, RSE, ScaN, CN
CCNP R&S: ROUTE, SWITCH, TSHOOT
CCNA Secure
CCNA CyberOps

Tapac Jlobyp, NetAcad Instructor
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Min yac ceci

@ \. Karen Alderson (Host, me)

(3% student Karen A
Echo Rantanen
v Attendees: 1 (0 displayed)

View all attendees...

KomeHTapi, nobakaHHsi NULLITb B
po3aini Chat

[TnTaHHA ekcnepTy NULWITL B po3aini
Q&A' v Q&A

All (0)
AKTMBYBATW Lii po3ainn MoXxHa B
rOpM30HTaNbHOMY MEHIO0 BHU3Y BikHa. Tpeba

NPOCTO HAaTUCHYTM Ha BIANOBIAHE KpyXanbLe

afa]i,
CISCO




[paHT 3 KIbepbeaneku

TepHONiINbCbKMW HaUiOHaNbHUN TEXHIYHUN Silicon Valley Community Foundation Grant for
yHiBepcuTeT iMmeHi IBaHa lNynton Cybersecurity courses in Ukraine

i ’)\
SILICON VALLEY

community foundation®

CCNA Cyber Ops
ax
CCNA Cybersecurity Operations
www.networkacad.net
OHnaiiH HauuTKa Oyae KoxHoro Yetsepra 3 18:00 go 19:00.
MocunaHHA Ha 3anuc 6yae po3sicnaHo Ha HacTYNHWUMA [eHb.
'paHT 3 Kibepbe3sneku . -
BeskowmoeHe Hag4yaHHS 3a 0aHUM Kypcom docmynHe iHcmpykmopam akademil Cisco.
Silicon Valley Community Foundation Grant for Cybersecurity courses in Ukraine [1nf cTBOpeHHA HOBOI akanewii y BaluoMy HABYANEHOMY 3aKNadi 3BEPHITECA Ha ENIEKTPOHHY NOWTY:
& ;\\ marcenko@cei.net.ua
&SILICDN VALLEY _ . :
community foundation’ Akwo Bu exe e iIHcmpykmopom akademit Cisco 078 peecmpauii Ha HagYaHHS 3arosHimbs HacmyrnHy
ghopmy peecmpaulii:
HaeuaneHi kypcw nporpamu Mepexesol Axkagemil Cisco 3 HanpAmy iHdopmadiiHa Geaneka. P CIRaTRCE
Introduction to Cybersecurity - Betyn go kibepbeanexkn
Cybersecurity Essentials - OcHoew kibepbeanekn

CCNA Cybersecurity Operations - Aranituk kibepbeanexn

CCNA Security (HeobxigHi aHanus CCHNAT, CCHNAZ)

|||||||l|
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BukopucTtaHHA B HaB4YanbHOMY MNPOLIECH

Kypc NetAcad 122 Komn'toTepHi Hayku 123 Komn'toTepHa 125 Kibepbesneka 151 ABTOomMartmaadia 1a

iIHXXeHepid KOMM' IOTEPHO-IHTErpoBaHi
TexXHonoril

. . 3annaHoBaHoO Ha
Introduction to Cybersecurity BEpeceHs 2019 poky v
Networking Essentials v v v v
Cybersecurity Essentials v
loT Fundamentals v v
NDG Linux Essentials v

. 3annaHoBaHO Ha BepeceHb
IT Essentials v v 2019 poky v
PCAP: Programming Essentials 3annaHosaHo Ha BepeceHb 3annaHoBaHo Ha BepeceHb
in Python 2019 poky 2019 poky

3annaHoBaHO Ha BEPECEHb

CCNA CyberOps 2019 poky
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HaB4aHHSA 3 Kibepbe3neku
arigHo kKypcy CCNA CyberOps

Cisco Networking Academy
notum 2019 IPD Week Ukrainian
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3MICT

= KOMMNOHEHTM HaBYarbHOI Nporpamm

» MeTa | 3agauvi kypcy CCNA CyberOps
= 3MICT HaB4YarbHOI Nporpammu

» Bumorn no obnagHaHHS

» Cyber Ops Skills Challenge Game

= [INCKOHT Ha cepTudikauito



KOMNOHEHTH
HaB4YalnbHOI Nporpamu
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Kypcu nporpamun MepexeBol akagemil Cisco

a BignosigHicTb BUMoram ceptudikauil

'E&é BumaraeTtbcsi nigrotoBka 3 iHCTPYKTOPOM

k CamocTiliHe HaBYaHHS

Mepexesi
TexXHOoNoril

IHTepHeT peyen
(IoT)

[porpamyBaHHS

Lingoposa
rPaMOHTICTb

CninbHa paboTa Ha pesynbraT

Packet
Tracer

Introductlon to
Packet Tracer

XakaToHu

o Networking Essentials
Mobility Fundamentals

Emerging Tech Workshop: Network
Programmability Cisco APIC-EM

B

Mporpamu

Prototyping Lab CTaXyBaHHS

O3Hanomui basosi [MpodecinHi

#a 12 CCNA R&S: Introduction to Networks,
R&S Essentials, Scaling Networks,
Connecting Networks

#2 12 CCNP R&S: Switch, Route, TShoot

X Introduction to Cybersecurity

Cybersecurity Essentials
loT Security

~

#2 12 CCNA Security
#2 12 CCNA Cyber Ops

5& Introduction to loT

% NDG Linux Unhatched

5§ Be Your Own Boss

5§ Get Connected

lol Fundamentals:
Connecting Things, Big Data & Analytics
Hackathon Playbook, IoT Security

5§ 4% NDG Linux Essentials
¥%  IT Essentials

g CLA: Programming Essentials in C
CPA: Programming Essentials in C++

12 PCAP: Programming Essentials in Python*

¥o Emerging Tech Workshop: Collaboration
/ Spark API*

$§ Entrepreneurship

£2 NDG Linux |
£2 NDG Linux II

Q CLP: Advanced Programming in C
Q CPP: Advanced Programming in C++




KOMMNOHEHTM HaBYanbHOI Nporpamm Kypcy

C Read Motpeba ni BIVTCGHHH FastTrack n O6’em i PT B VDG KomnnekcHui TeemifeTs iEiFT)iBiﬁgTZo/ MpoxomkeHHs | IHCTpyKTOp
areer-~neaady HaBYaHHSA KB.qani(;JiKa i iHCTPYKTOP HangAHH nocnigoBHICTb yp nopTdens OuiHKn* y CpreHTF; Kypcy PPT
iHCTpYKTOpa 4 yA
v :

CC.NA_Routing and Cisco v v v v v
Switching

CCNA Security Cisco v 4 v v v v v v 1,3 v

CCNA _Cybersecurity Cisco v v v v v v v v v 1,3 v
Operations

CCNP Routing and
Switching

Cisco v v v v v 1,3 v

NDG Linux | and Il Partner v v 2
F Adv'. . Partner v v v 1
Programming in C++

CLP: Adv. v v
. Partner 1
Programming in C

1 = cepTudmKaTt NPo NPOXOAKEHHS 2 = NIACT NPO NPOXOLKEHHS 3 = NUCT BiJ reHepanbHOro * KOMMneKcHWit NopTdenb OLiHKM:
eKk3ameH, (piHanbHUN ek3amMeH



AHaniTuk Kibepbesrneku

LPI Linux Cisco CCNA

Cisco

Mpwuknag 1 Python CAP Essentials CCENT Cybersecurity

v
CCNA R&S
ITN, RSE

PDC Operations

Intro to Python CCNA
Cybersecurity Programming Cybersecurity Cyber Ops

Essentials
CneuianicT 3 AHanITUK LeHTpy

obcnyroByBaHHsS Mepex iHbopMaLinHOT

3 ooKkycom Ha 6eaneky besneku

A+ Cisco ((;: If)(;?sggul\:i? Cisco CCNA
MNpwvknag 2 Certifications CCENT y y Security

Operations

Intro to Cybersecurity CCNA R&S
Cybersecurity Essentials (ITN i RSE)
CneujanicT 3 CneujanicT 3 AHanITUK LEHTPY IH)xeHep 3 6e3neku
obcnyroByBaHHs obcnyroByBaHHS iHbopMaUinHOT Mepex
Komn'toTepis Mepex 6esneku

afea]n i ;
AR Blp,noslgae EmmoraM
cepTudikauil
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MeTa | 3agavl Kypcy
CCNA CyberOps
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CCNA Cybersecurity Operations

3aranbHi BiOMOCTI NpO KypcC

CCNA Cybersecurity Operations po3rnsigae OCHOBHi KoHUenuil 6e3neku

| Ja€ MOXIMBICTb OTPUMATU HaBUKWU, HEODXIOHI ANA MOHITOPUHTY, BUSIBIIEHHS, aHarniay i
HeuTpanisauil pi3HOro Tuny 3arpoa iHgopMauinHol 6e3nekn, B TOMy YMchi KIBepLUNUryHCTBo,
BHYTPILLHI 3arpo3un, ckrnagHi cneuianiaoBaHi ataku, NOpyLUEHHs NOMiTUK 6e3nekn Ta iHLWHI
npobnemMu, 3 AKUMKN CTUKAKOTbCSA OpraHizauil.

OCHOBHOI METOI0 € MpakTUYHE 3aCTOCYBaHHS HaBUKIB, HEOBXIOHUX AN NIATPUMYBAHHSA Ta
3abesnevyeHHa ekcnryaTauiHOl FOTOBHOCTI cecTeM 6e3neKkn KOMMIOTEPHUX MEPXKEXK.

[lepeBaru

CTyOoeHTN OTPUMYIOTb | 3aCTOCOBYIOTb HAaBUKW B ranysy, Kibepbesnekn Ha piBHI MOMoALLIOro
crneuianicta Ta MOXNMBICTb NpoMuncrioBol cepTtudikauil 3 kKibepbeanku Cisco CCNA.



CCNA Cybersecurity Operations

KoMnoHeHTU HaBYyasrbHOI nporpamm

« 13 poaginis, aganTykoui KOHTPOrbHI paboTn 3a Mo ogHOMY: nigroToBYUN piHaNbLHUU eK3aMeH,
MartepianamMmuy po3ainis Ta ek3ameHu 3 po3ainis NPaKTUYHNN PpiHaANbHUN eK3aMeH, doiHaNnbHUI

* 13 NpakTUYHWX 3aBAAHb 3 OCHOBHUX MOHSAT i €Kk3ameH

KOHLenLin * 2 NPOOHUX eK3aMeHN AN OTPUMAHHS
cepTndukarTis:

* 45 npakTnyHmx nabopatopHux pobiT (27 3 * 1x210-250 SECFND
BUKOPUCTAHHSAM BipTyaribHUX MaLUWH) « 1x 210-255 SECOPS

e 54 iHTEepaKTUBHUX 3aBOAHHA

5 3aBaaHb 3 Packet Tracer

S
CIscoO



CCNA Cybersecurity Operations i Surooie

cepTudikauii

OcobnusBocTi

LlinboBa ayauTtopis: cTygeHTn 2—4 KypcCiB TEXHIYHMX BY3iB

Bumoru: 6a3oBi 3HaHHA B cdoepi onepauioHnX CUCTEM | Mepex

MoBwu: aHrninnceka, KMTancbka (cnpoLlleHa), dpaHuy3cbKka, ANoHCbKa, icnaHCcbka
Popma HaBYaHHA: Nig KePiBHULTBOM IHCTPYKTOpA

PekomeHgoBaHUM 4yac npoxoxaeHHA: 70 roanH

HacTtynHumn pekomengoBaHum kypc: CCNA Security

HeoOxigHicTb NiAroToBKM iHCTPYKTOpA: TakK



o @

3MICT HaB4arnbHOI
nporpamu
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PekomeHOOBUHUN PIBEHb NIATOTOBKA

= basosi HaBukK B poboTi 3 PC T1a IHTepHeT Kypcu nporpammn Mepexesoi akagewmii Cisco, ki
Ha4akOTb MOXXJIUBICTb OOCATHYTU piBHFI Hi,D,FOTOBKI/IZ
» Basosi koHuenuii OC Windows Ta Linux
= |T 1a OS:
= BasoBi koHLUenLii 3 KOMN'IOTEPHUX Mepex IT Essentials
» Po3yMmiHHS ABilIKOBOI Ta WiCTHAALUATKOBOI - NDG Linux Essentials

CnUctemM 4YncrieHH4 . . .
= Komn'toTepHi Mepexi:

=  Po3yMmiHHS 6a30BUX KoHUENLN 3 - Networking Essentials
nporpamyBaHHS . CCNARS&S:ITN
= Po3ymiHHA 6a3oBux KoHuenuin SQL 3anuTis « Be3neka:

. . . Introduction to Cybersecurit
- BasoBi HaBukM B poboTi 3 Cisco Packet y y

Tracer Ta MepeXeBUMU CUMYNATOPaMM Cybersecurity Essentials

= Packet Tracer
CCNA CyberOps MicTUTb ONLinHi _
E [00ATKOBI MaTepiani Ans NiaBULLEHHS - Introduction to Packet Tracer

aifean], . .
pIBHA MPaKTU4YHNX HAaBUKIB

cisco




CprKTypa Kypcy

Cybersecurity and the Security Operations Center MprHUMIM Ta KoHLenuit

Kibepbesneku
Windows Operating System 3HaHHSA 3 Kypcy:

. _ OcHoBswu onepadinHux cuctem  + |T Essentials
Linux Operating System « Linux Essentials
Network Protocols and Services o ' 3HaHHs 3 Kypcy:

CHOBW KOMM'IOTEPHNX MEPEX
Network Infrastructure g g * CCNAR&S: ITN

Principles of Network Security
Network Attacks: A Deeper Look 3HaHHA 3 Kypey:

Protecting the Network OcHoBswu kibepbesnekn » Cybersecurity Essentials

Cryptography and the Public Key Infrastructure « CCNA Security

Endpoint Security and Analysis

Security Monitoring
AHani3 Ta pearyBaHHs Ha

Intrusion Data Analysis :
3arposu iHhopmallii

Do 2o © N g~ W N

Incident Response and Handling
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BumMmorun oo
obnagHaHHSA
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CCNA Cybersecurity Operations

Bumorn go obnagHaHHA

Bumorn go suedeHHs poaainy: 1 cryaeHTcokun NK (Desktop/Notebook) Ha cTyaeHTa
(pekomMeHOoBaHO), gonyckaeTbcs 2 cTyaeHTn Ha K

e OC Windows 7, 8, abo 10, MAC OSX

* [lpouecop: 64-bit npouecop 3 nigTpumkoto Virtualization B BIOS

* OnepatuBHa nam'atb: 8 GB RAM (6asosun BapiaHT nab. pob.) abo 4 GB RAM
(ansTepHaTMBHMK BapiaTH Nnab. pob.)

» Bipeokapta: PCI, PCle (pekomeHgoBaHo), abo AGP BigeokapTa (DirectX 9 3 niaTpumkoto
WDDM)

* BiHyectep: 45 GB HDD

* Mepexea kapta: 1 Ethernet abo 1 Wireless Ethernet

Desktop MK

AkTyanbHa Bepcis Microsoft Internet Explorer, Google Chrome, a6o Mozilla Firefox 3
nigTpumkoto Java Tta Flash Player

Web 6paysep

AkKTyanbHa Bepcis (Bepcis 5.2.4 abo BuLe)

Oracle VirtualBox http://www.oracle.com/technetwork/server-storage/virtualbox/downloads/index.html

Windows Experience Index (WEI) 6.5 (pekomeHOoBaHO)

Packet Tracer MiHimanbHa Bepcia 7.0 abo Buwe



CCNA Cybersecurity Operations

Bumorn go obnagHaHHA

: . NCKOBUM
Hassa BipTyanbHOI MaLLHW A : RAM DMZ
MPOCTIP
CyberOps Workstation 7 GB 1GB inside ] SR
s Vulnerable Server
Kali Linux 10 GB 1 GB (metasploitable)
MetaSploitable 8 GB 512 MB 209:165200233/27
Security Onion 10 GB 4 GB b . _ ‘
Security Onion
. C . (+ FW and RTR) _
Security Onion 10GB SICS CROBSWM | 100012 i
Security Onion SA-Only 4GB (USB)  ~3GB e e
eth3: 10.0.5.2/24
* JlabopaTtopHi poboTn po3ain 12 matoTb ONuit0 BUKOPUCTAHHS OAHIEl
Alternative Security Onion VM Student Host Computer

JToriyHa Tononoria nabopaTopHOro creHay



Cyber Ops
Skills Challenge
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CCNA Cyber Ops Skills Challenge

HoctynHuin y kypci CCNA Cyber Ops
v1.1 akTuBoBaHOMY nicnga 29 >XOBTHS —

2018 o —
OnuiiHa MOXNUBICTb NPOBEAEHHS SKills . e oo e
Challenge nicns BuBYeHHs MaTepiany |k |
Po3ain 13

3acTocyBaHHS 3HaHb | NpakTuKa
aHaniTuka kibepobeaneku y dpopmi rpum

Questions

1. Networking (2 pts)

3MaraHHs iHgmBigyanbHe/KOMaHOHe:
e BignoBigaTWU Ha 3anuUTaHHS
* BUKOHYyBaTU 3aBOaHHS
* Habupartn banu

TeopeTuyHi 3annTaHHSA Ta NPaKTUYHI
3aBOaHHA 3a MaTepianom po3ainis Ta

nabopatopHux pobiT Kypcy

3. Threat Actors {1 pts)

Participants

FRLE AR




HapaxyBaHHA banis

3anuTtaHHS
= 46 3anuTaHb
= Tunu 3anuTaHb

* MHOXWHHUI BUBIP
* Npasaa/He npaBga
* NMMCbMOBA BIONOBIOb

= OagHa cnpoba

= 3annTaHHS
BNOANATLCA 3
nepeniky nicns cnpoowu

cisco

3aBOaHHS

10 3aBOaHb

PoboTta 3 dpannamun OC
Linux

BcTtaHOBNEHHS Ta
OHOBIEHHSA nakeTiB Linux,
BU3HA4YeHHS BepCil NakeTa



[Tpuknapg Tononorili Skills Challenge

AOMiHicTpaTtop rpu
(game Client VM)

* AnapaTHi BUMOru BianosigarTb
ctyaeHtcbkomy K 3 kypcy

« DHCP abo ctatnyHa agpecadisd
« JHoctyn o Internet

Game Server VM

Y4yacHuKM rpu
(game Client VM) -

]
CIscoO



Pecypcu rpu y poaaini Course Resources

CCNA Cybersecurity Operations

Version 1.1 | Released July 2018 Release Notes & Versions

Course Overview

The CCNA Cybersecurity Operations curriculum provides an introduction to the knowledge and skills needed for a
Security Analyst working with a Security Operations Center team. It teaches core security skills needed for
monitoring, detecting, investigating, analyzing and responding to security events, thus protecting systems and
organizations from cybersecurity risks, threats and vulnerabilities.

O O o il O il o OO SO A S O 1 oo o S

~ . ‘. - o~ ’ ~ ~ 8 - - a ‘ - . ~ - S . . - ' EN

attack
Webex: Understanding an attack using Security Onion Cyber Ops Skills Cha”enge Game

Webex: CCNA Cyber Ops Course Deep Dive The Cyber Ops Skills Challenge game is an optional activity that allows
Webex: Best Practices in teaching CCNA Cyber Ops

students to use their skills and knowledge to compete with other

students. It consists of two VMs. A classroom server VM and a client VM

course

for game players and game administration. Instructions for installing and
Curriculum Enhancements: administering the game are provided in the Instructor Guide.
Hot topics you can add to increase engagement Instructions for playing the game are included in the Student Guide.
NEWWorkshop! Network Programmability Server VM
Mobility Fundamentals Client VM

Instructor Guide
Student Guide

afea]n
CIsCoO



Pecypcu rpu y posaini Instructor Home

Instructor Home

Downloadable Resources

Access the Instructor Resources page to find resources for this
Instructor Resources

course:
« Curricula informational materials (ex. Scope & Sequence)
« Assessment resources

"N . e paatesial

rAv¢ vircaal i.ac..ne ..o e wite nmant.

Cyber Ops Skills Challenge

G The Cyber Ops Skills Challenge game is an optional activity
ame:

that allows students to use their skills and knowledge to
Server VM e compete with other students. It consists of two VMs. A

. classroom server VM and a client VM for game players and
Client VM e . . . . .
game administration. Instructions for installing and

Documentation: administering the game are provided in the Instructor Guide.

Instructor Guide Instructions for playing the game are included in the Student
Guide.

Student Guide

afea]n
CIsCoO




Pecypcu rpn y po3aini Modules cTtopiHka
cnyxada Kypcy

Pozain Modules Ha CyberOps Skills Challenge: Mission 1
AOMa LLIH i ﬁ CTOp i H ui Kypcy The CCNA CyberOps Skills Challenge provides you with a fun way to use your mastery of CCNA

Cyberoperations knowledge and skills to compete with your classmates. The game consists of a race in

%+ Chapter 13 © i which you attempt to answer as many CyberOps questions and tasks as possible before you run out of
time.
i[9 Launch Chapter 13
Your instructor will provide you with specific instructions on how to play the game in your classroom. A
: B Chapter13 Terms and Concepts Review © | student guide is provided to help you prepare to play.
Y ih:f erteQuiz @ The CyberOps Skills Challenge - Student Guide
: B Chapter 13 Exam

100 pts

HoBa ctopiHka nicna Chapter 13
B po3aini Modules

ii v CyberOps Skills Challenge

i [ CyberOps Skills Challenge: Mission 1

afea]n
CIsCoO
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[INCKOHT Ha cepTudikaito

75% i Binblue 3 "Complete" y

[NCKOHTHa CISCO
nepLuoi cnpobu 3anikoBi KHUXKL e éEEIIF\IIE,Z
| W ceptudikauinHum

Final Exam NetAcad  CYBEROPS
eK3aMeH

SECFND 210-250 .
CtyneHT NetAcad SECOPS 210-255 60%
IHcTpykTOP NetAcad SECFND 210-250
PyKTOP SECOPS 210-255
|lHCTPYKTOD TpEHEe SECFND 210-250 80%
PYKTOp TPEHEP SECOPS 210-255 °

Understanding Cisco Cybersecurity Fundamentals (SECFND)
cepTudikauyinHnun ek3ameH (210-250)

TepMiH gil QUCKOHTY — 3 Micau,

Implementing Cisco Cybersecurity Operations (SECOPS)

alial cepTudikauinHnm ekzameH (210-255)
CIsCoO

TepMiH il ONCKOHTY — 6 MicAuiB



3anntaHHga ?
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