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X 509 o
PKIX e
RSA e
A symmetric algorithm e
RFC e
RFC 3647
Hash algorithm (SHA -1) e
RFC 3739 e
Meaning Comments
Cryptographic standards for In addition to
X 509 securing various Internet x509 there are
services like WWW, Mail, etc. and | many used
is most widely used standards . standard
The PKIX Working Group X.509-
PKIX based (PKItechnology based on

|



x 509 group of standards )

was established in the Fall of
1995 with the intent of developing
Internet standards needed to
support an

X.509-based PKI.

RSA RSA cryptography is a popular There are other
asymmetric key cryptosystem types of a
symmetric
algorithm
like: (DSA,
ElGamal, RC[n]
etc.)
Asymmetric | When the two keys (private & DSA , RSA,
algorithm public) that used in cryptography | EGamal, RC
are different and not deducing [Nn]
one from each other
RFC Request for comment, is based
on ideas came from experts
around the world and be
formulated in standards like.
RFC 3647 Public Key Infrastructure

Certificate Policy and
Certification Practices Framework
This document presents a
framework to assist the writers of
certificate policies or certification
practice statements for
participants within public key
infrastructures, such as
certification authorities, policy
authorities, and communities of
interest that wish to rely on
certificates. In particular, the
framework provides a
comprehensive list of topics that
potentially (at the writer's
discretion) need to be covered in
a certificate policy or a
certification practice

'Y




statement. This document
supersedes RFC 2527.

Hash (Secure Hash Algorithm)
algorithm A digital signature is formed by
(SH A-1) encrypting a message digest or
hash of the content to be signed.

RFC 3739 This document forms a
certificate profile, based on RFC
3280, for identity certificates
iIssued to natural persons.

The profile defines specific
conventions for certificates that
are qualified within a defined
legal framework, named Qualified
Certificates. However, the profile
does not define any legal
requirements for such Qualified
Certificates.

The goal of this document is to
define a certificate profile that
supports the issuance of
Qualified Certificates
independent of local

legal requirements. The profile
IS however not limited to
Certificates and further Qualified
profiling may facilitate specific
local needs.
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HSM FIPS 140 -1 Level 3 or | Common Criteria
higher

Hardware Federal Information | Common criteria

security module | Processing Systems, | (ISO 15408)
USA Standards
Asymmetric algorithm Symmetric algorithm

The two different cryptography, both parties will be
asymmetric keys are using the same key for
mathematically related. If a | encryption and decryption. This
message is encrypted by approach provides dual
one key, the other key is functionality. Symmetric keys are
required in order to decrypt |also called secret keys, because
the message. In a public this type of encryption relies on
key system, the pair of keys | each user to keep the key a
iIs made up of one public secret and properly protected.
key and one private key.
The public key can be
known to everyone, and the
private key must only be
known and used by the
owner
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Security evaluation ITSEC E4
X.509 v 3 certificates

ISO 7816

Microsoft PC/SC
CAPI — Microsoft cryptographic

PKCS #11

PKCS # 15
APP. Meaning Comments
Security High Security evaluation | There are a many

evaluation ITSEC
E4

levels like E1,E2,E3
.....,etc

X.509v 3
certificates

The used Certificates are
formatted in X509 v 3.
Based on RFC 3739

If you have a x.509 v3
cert. you shouldn't you
be able to add
extensions

ISO 7816 The ISO/IEC 7816 series |1SO 7816:5 defines
of standards define: numbering for ISO
_ 7816 smart cards. An
- The physical shape of | gpplication identifier
the smart card (AID) consists of an
- The positions and Registered Application
shapes of its electrical | provider Identifier
connectors (RID), identifying the
. The communications vendor, then a
protocols and power Proprietary Application
voltages to be applied | |dentifier Extension
to those connectors (PIX), identifying the
- The functionality application offered by
the format of the the vendor.
commands sent to the
card and the response
returned by the card
CAPI CAPI, or Cryptographic
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http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Communications_protocol

(Cryptographic
Application
Programming
Interface. ) —
Microsoft
cryptographic

Application
Programming Interface,
IS an interface to a
library of functions
software developers can
call upon for security
and cryptography
services. The goal of a
CAPI is to make it easy
for developers to
integrate cryptography
into applications.
Separating the
cryptographic routines
from the software may
also allow the export of
software without any
security services
implemented. The
software can later be
linked by the user to the
local security services.
CAPIs can be targeted at
different levels of
abstraction, ranging
from cryptographic
module interfaces to
authentication service
interfaces.

PKCS #
11(Cryptographic
Token Interface
Standard)

This standard specifies
an API, called Cryptoki,
to devices which hold
cryptographic
information and perform
cryptographic functions.
Cryptoki, pronounced
crypto-key and short for
cryptographic token
interface, follows a
simple object-based

1




approach, addressing
the goals of technology
independence (any kind
of device) and resource
sharing (multiple
applications accessing
multiple devices),
presenting to
applications a common,
logical view of the
device called a
cryptographic token

PKCS #
15(Cryptographic
Token
Information
Format

Standard)

PKCS #15 establishes a
standard that enables
users in to use
cryptographic tokens to
identify themselves to
multiple, standards-
aware applications,
regardless of the

application's cryptoki (or

other token interface)
provider.

PKCS #15 covers two
groups of devices,
conventional hardware
tokens/IC cards and
soft-tokens
implemented entirely in
software.
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Reader

Readerless

Contactless
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ETSI 456 RFC 3647
Recommended Standards: | A baseline Certificate
ETSI (The European Policy for service
Telecommunications providers issuing

Standards Institute) TS 101 | qualified certificates
456 V1.2.1 (2002-04) Policy | should be written

requirements for according to the IETF
certification authorities (Internet Engineering
issuing qualified Task Force) PKIX

certificates, framework RFC 3647.

specifically Chapter 7
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ISO/IEC 17799 BS7799-2

This guidance is used | (British Standards,
to guide applicants for |Information security
BS 7799 showing how | management systems

to implement these specification
standards. But the The certificate is issued
certificate is issued against the BS 7799. And
against the BS 7799 this standard is the audit
criteria
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